Abstract-We investigate the effect of transmitter side channel state information on the achievable secrecy rates of space shift keying. Through derivation of the gradient of the secrecy rate, we formulate an iterative algorithm to maximize the achievable secrecy rates. We also introduce two lower complexity signal design algorithms for different scenarios based on the number of antennas at the eavesdropper. Our results illustrate the effectiveness of the proposed precoding techniques in attaining positive secrecy rates over a wide range of signal to noise ratios.
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I. INTRODUCTION

S
PACE shift keying (SSK) represents a transmission method for low-complexity implementation of multipleinput-multiple-output (MIMO) wireless systems in which antenna indices are employed for data transmission. So as to realize an SSK transmission, a one-to-one mapping is established between blocks of information bits to be transmitted and the spatial position of the transmit antenna in the antenna array. At each time instance, among the multiple antennas at the transmitter, only one of them is activated and a reference signal is transmitted to the receiver. This signal goes through a generic wireless channel which plays the role of a modulation unit. Since the channels corresponding to different transmit-toreceive wireless links are different, it is possible to detect the index of the activated antenna with the aid of the channel state information (CSI) at the receiver [1] . SSK has many unique characteristics which makes it a promising candidate for future wireless systems. Along with the various studies on the performance and the applications of SSK [2] , some attention has recently been devoted to its use in the context of physical layer security. Physical layer security is an alternative or a complement to the cryptographic schemes, which is capable of providing secrecy by taking advantage of the inherent randomness of the physical medium, including noise and channel fluctuations due to fading. Various secure transmission strategies have been introduced for point-to-point channels followed by generalizations to multiple-antenna systems in recent literature (e.g., see [3] and the references therein). A semi-analytical study of secrecy capacity of SSK with two transmit antennas has been provided in [4] . Authors in [5] have formulated the secrecy mutual information for spatial modulation (SM) for scenarios where the legitimate receiver and the eavesdropper are equipped with a single antenna. In [6] , we have provided a more general study of SSK and SM in the context of physical layer security, where the achievable secrecy rates have been analyzed with an arbitrary number of antennas at the participating nodes. Among other related work, the authors in [7] and [8] have introduced the idea of employing precoding together with SM to attain positive secrecy rates along with a low complexity detection at the desired receiver. In [7] , this enhanced secrecy is achieved by obtaining a precoder via solving an optimization problem, while an artificial noise-aided transmission is utilized in [8] .
In this letter, we introduce secrecy-enhancing transmit signal design algorithms for SSK with the aid of the CSI. Unlike [7] , where the optimization problem is defined according to a trade-off between the improvement of Bob's reception and the degradation of Eve's signal, we propose an iterative algorithm which directly maximizes the achievable secrecy rates. This approach is optimal, however the proposed iterative algorithm possesses a relatively high computational complexities. This is mainly due to the fact that the mutual information expression for SSK lacks a tractable and closed form. Hence, we further introduce two lower complexity transmit signal design algorithms.
We show through examples that, when Eve is equipped with a single antenna, it is possible to maximize her level of confusion. This can be done by simply mapping the SSK symbols to a single constellation point from eavesdropper's point of view. Different from the solution provided in [5] which does not satisfy any power constraints, we propose a transmit signal design scheme for which the transmit power does not change with respect to nonprecoded transmission. For scenarios where the number of antennas at the eavesdropper is larger than one, a low-complexity transmission algorithm is proposed which either maximizes the minimum Euclidean distance over the main channel or minimizes it over the eavesdropper's channel.
The letter is organized as follows. Section II illustrates the system model. The iterative algorithm for maximization of the secrecy rate is formulated and proposed in Section III. In Section IV, we introduce the low complexity transmit signal design schemes. Numerical results are provided in Section V, and the letter is concluded in Section VI.
II. SYSTEM MODEL
We consider a MIMO wiretap channel with N t antennas at the transmitter, Alice. The legitimate receiver, Bob, and the eavesdropper, Eve, are assumed to be equipped with N r b and N r e antennas, respectively. The received signals at Bob and Eve can be written as
respectively, where X is the N t × N t SSK signal matrix which is of the form X = diag({0, . . . , 1, . . . , 0}), with the position of "1" indicating the antenna being activated. and to the eavesdropper, respectively. n y and n z are independent and identically distributed (i.i.d.) additive white Gaussian noise. It is assumed that the elements of the channel matrices and the noise follow circularly symmetric complex Gaussian distributions, CN(0, 1) and CN(0, σ 2 n ), respectively. p stands for the N t × 1 precoding vector. The fading process is ergodic and the channel gains corresponding to both channels remain constant during each coherence interval and vary independently from one interval to the next. Also, the coherence times are assumed to be large enough so that the random coding arguments can be applied as in [9] .
Similar to various other studies in the literature, we employ the ergodic secrecy rate to characterize the secrecy behavior, which is given as [9] 
where (a) + = max(a, 0) and transmit antennas are assumed to be equally likely to be activated, i.e., P X (X ) = 1/N t . We assume that the instantaneous knowledge of H b and H e is available at the transmitter, which would be true for active eavesdroppers and also for the cases where the eavesdropper is a participating system user in a wireless system [3] .
III. PRECODING FOR SECRECY RATE MAXIMIZATION
The average mutual information of SSK transmission, assuming P X (X ) = 1/N t , is given by [6] 
where E i j = X i − X j and . denotes the norm operation. For a specific channel realization, we obtain the instantaneous mutual information as
Accordingly, for specific realizations of H b and H e , the secrecy rate can be written from (3) as
The objective is to solve the following optimization problem
The Lagrangian corresponding to this problem can be constructed as
Algorithm 1. Gradient Descent for Maximizing R s
Step 1: Initialize p 1 with constraint p H p ≤ N t . Set step size u and minimum tolerance u min .
Step 2: Set k = 1, compute R s1 = R s (p 1 ) using (6).
Step 3:
Step 4: If u ≥ u min goto Step 5, otherwise Stop algorithm and return p k .
Step 5:
Step 6: Compute R = R(p k ).
Step 7: If R ≥ R k update R k+1 = R and p k+1 = p k and goto
Step 8, otherwise let u = 0.5u and goto Step 4.
Step 8:
where θ is the Lagrange multiplier. We solve the optimization problem in (7)- (8) numerically using the gradient descent method as illustrated in Algorithm 1.
The implementation of Algorithm 1 requires calculation of the gradient of R s , which can be derived as
where
Using the definition of the complex gradient vector which is
where the complex derivative of scalar function f is defined as
we obtain
By substituting these expressions in (11), we can numerically evaluate the gradient and implement a gradient descent algorithm. Algorithm 1 illustrates the iterative search for the optimal p using the gradient descent method which is guaranteed to converge to a local optimum. Hence, by repeating the algorithm with different initializations for p, it is possible to obtain improved solutions.
IV. LOW COMPLEXITY PRECODING SCHEMES
The previous section developed the optimal precoding in Algorithm 1 which maximizes the secrecy rate. However, due to the need for many evaluations of the mutual information expression, which requires numerical evaluation of the expectation operator, Algorithm 1 is computationally complex. Hence, in this section, we propose precoding schemes which are of significantly lower complexity in the sense that their implementation are based on closed-form solutions. Both algorithms are based on the observation that, in the high SNR region, the term corresponding to the points with the minimum Euclidean distance is dominant in (6) . Accordingly, modification of the received constellation vectors which results in an increased minimum Euclidean distance from Bob's point of view and a reduced minimum Euclidean distance at Eve can be an effective transmission scheme.
First, let us consider scenarios where eavesdropper is equipped with a single antenna. For these scenarios it is possible to apply precoding with the aid of the instantaneous knowledge on eavesdropper's channel, which results in zero information leakage to the eavesdropper. Consider N t = 2, where we
For this case, it is straightforward to find ρ 1 and ρ 2 such that
is satisfied. This increases Eve's confusion to the highest level, as the precoder maps the constellation points to a single point from the eavesdropper's point of view.
In order to solve (18), we substitute r 1 = 2 − r 2 2 and by letting h e 2 h e 1 = λ exp ( jϕ), we obtain
While the stated approach addresses the signal design for N t = 2, for N t > 2, the set of precoding coefficients can be found by repeatedly applying (19) as stated in Algorithm 2. We will show in Section V that, this algorithm which is of the complexity O(N 3 t ) is capable of achieving maximum secrecy rate at sufficiently high SNR values.
Algorithm 2. Low-complexity Algorithm with (N r e = 1)
Step 1: Consider the set of all combinations of N t as i.
Step 2: For each combination, consider h e(i 1 ) and h e(i 2 ) , namely i th 1 and i th 2 columns of H e , and obtain ρ 1 and ρ 2 using (19).
Step 3: Consider the precoded channel ρ 1 h e(i 1 ) = ρ 2 h e(i 2 ) = h eff .
Step 4: Apply (19) to h eff and h e(i 3 ) .
Step 5: Repeat this procedure until all the points are mapped to a single point.
Step 6: Calculate the minimum Euclidean distance over the main channel for each combination and choose {ρ 1 , ρ 2 , . . . , ρ N t } corresponding to the combination which results in the maximum minimum Euclidean distance at Bob.
For the scenarios where N r e > 1, finding a precoding vector which results in zero mutual information over the eavesdropper's channel is not possible. Hence, we introduce a low-complexity alternative for Algorithm 1 by modifying the minimum Euclidean distances over the main channel as well as the eavesdropper's channel. Consider N t = 2, where we have p = [ρ 1 ρ 2 ] T . The term to be optimized can be written as [10] 
where h H 2 h 1 = μ exp( jφ) and h 1 2 − h 2 2 = τ . In derivation of (20), we have used r 2 = 2 − r 2 1 which is a result of the constraint in (8) . So as to derive the conditions under which d(r 1 ) has a maximum or a minimum, we take the second derivative of (20) with respect to r 1 , as
By considering cos(ψ 1 − ψ 2 + φ) = ±1, the second term in (21) is dominant in determining the sign of d (r 1 ). In order for (20) to have a minimum, it is required that
On the other hand, so as to maximize (20), we need to consider ψ 1 − ψ 2 + φ = π . By taking into the account these conditions, the optimal value of d(r 1 ) can be obtained by setting the first derivative of (20) equal to zero, as
Accordingly, the elements of the optimal p is attained as
With the aid of the calculations above, we propose a lowcomplexity signal design algorithm as stated in Algorithm 3. More specifically, in Algorithm 3, the intention is to maximize the minimum Euclidean distance over the main channel (strategy 1) or to minimize it from Eve's point of view (strategy 2). At each time instance, after finding the precoding coefficients corresponding to these two strategies, transmitter selects the strategy which gives rise to a higher secrecy rate. Step 3: Using (6), calculate the secrecy rates corresponding to p 1 and p 2 and select the precoder which gives rise to the higher R s .
For the scenarios with N r e > 1 and N t > 2, obtaining a closed-form precoder which maximizes or minimizes the minimum Euclidean distance is not straight forward. In these scenarios, the maximization and the minimization in steps 1 and 2 of the Algorithm 3 can be done using the optimization proposed in [11, Eq. (8) ]. Besides serving as low complexity transmit signal design schemes, the solutions attained from Algorithms 2 and 3 are appropriate candidates for initialization of Algorithm 1.
V. NUMERICAL RESULTS
In this section, we quantify the achievable secrecy rates for SSK using the proposed precoding techniques. Throughout the simulations, equal noise power is assumed at Bob and Eve. We consider independent identically distributed (i.i.d.) Rayleigh channel coefficients for the main channel and the eavesdropper's channel, and evaluate the achievable secrecy rates by averaging (3) over many channel realizations. Figure 1 denotes the achievable secrecy rates with the aid of the proposed algorithms when the eavesdropper is equipped with a single antenna. An increased secrecy rate is achieved with a higher number of transmit antennas as the rate is increased over the main channel while the transmission rate over the eavesdropper's channel is restricted as a result of the precoding in Algorithms 1 and 2. Figure 1 also compares the performance of the algorithms proposed with that of the scheme in [5] . Clearly, the newly proposed algorithms considerably outperform the precoding scheme in [5] , when an additional normalization is carried out on the precoding coefficients obtained to satisfy (8) . Figure 2 illustrates that, in scenarios where the eavesdropper has more than one antenna, the proposed precoding schemes are not capable of providing positive secrecy rates for high SNRs. This is because, neither of the precoding schemes in Algorithms 1 and 3 have the capability to realize a transmission with no leakage over the eavesdropper's channel. Accordingly, when SNR is sufficiently high, the mutual information over the eavesdropper's channel will also approach the saturation value of log N t which results in zero secrecy rate.
The numerical results provided in Fig. 1 and Fig. 2 reveal the gap between Algorithm 1 and its low complexity alternatives, Algorithms 2 and 3. Finally, we compare the CPU times associated with the implementation of each of the proposed algorithms for a given realization of H b and H e . We assume that Algorithm 1 is repeated with 10 initializations and expectations are estimated using 1000 samples. Table I clearly shows that the computational complexities associated with Algorithms 2 and 3 are notably less than that of Algorithm 1. 
VI. CONCLUSIONS
We have examined the secrecy rate enhancements that can be attained by applying CSI aided transmit signal design algorithms in SSK transmission. We have formulated and solved an optimal iterative algorithm along with two low complexity precoding algorithms. The results demonstrate that the proposed precoding schemes are capable of providing positive secrecy over a relatively wide range of SNR values.
